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Why is Certified Machine Learning 
important?



Safety in Human interaction

Cancer cell detection in the 
bloodstream

Self-driving cars and 
autonomous vehicles

Large generative AI models
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Safety in Human interaction

Interaction with humans → makes them safety-
critical situations

Requires guarantees to be given about their 
performance!

Minimum guarantee is robustness, i.e., the ability to 
tolerate small input perturbations.
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Safety in Human interaction – Adv. Robustness (?)

• The existence of adversarial examples is well 
known, particularly in image classification.

• Is it a safety problem?

• They are an interesting phenomenon, potentially 
attributed to non-robust/spurious features.

• Certification is still important
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Safety in Human Interaction/ 
Understanding Decision-Making Process

01



Correctness of Machine Learning based-Systems

ML is used within systems to replace experts/speed-
up processes.

E.g., to solve PDEs or knowledge distillation.

Deployed in real-world, but can we trust it to behave 
correctly?

Certified machine learning could help establish 
reliability/correctness of these components.
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Correctness of ML-based Systems
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Physical PDEs and Where to Find Them

Aerodynamics (e.g., Euler’s 
equation)

Thermodynamics (e.g., Heat 
equation)

Earth and Space Sciences 
(e.g., turbulence in 2-D 

Navier-Stokes)
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Among many others…



Nonlinear (Physical) Partial Differential Equations
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@tu(t, x) +N [u](t, x) = 0, x 2 D, t 2 [0, T ]

residual

solution nonlinear spatial differential operator

domain

s.t.

1. Initial condition:

2. Robin boundary conditions: 
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• Applications in groundwater contaminant transportation

• 1D Diffusion-Sorption:

    where

    for physical constants    , and:

PDE example: Diffusion-Sorption Equation
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1D Diffusion-Sorption
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D,�, ⇢s, k, nf
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u(0, x) = u(t, 0) = 0, u(t, 1) = D@xu(t, 1)

Takamoto, Makoto, et al. "PDEBench: An extensive benchmark for scientific machine learning." Advances in Neural Information Processing Systems 35 (2022): 1596-1611.

Lemieux, JM, et al. "Coupling continental glaciations with groundwater flow models–Surface/subsurface interactions over the Canadian landscape during the Wisconsinian glaciation."



Issue: Solving for             is 
computationally expensive

Solution: Use NNs to approximate it
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Physics-Informed Neural Networks (PINNs)
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• Approximate solution using a neural network,

• Take the residual evaluated for      as the network

• Train both networks jointly using a loss evaluated at collocation points    (i.e. points in the domain):

• Evaluate empirically by comparing            to the solution obtained by a numerical solver
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Raissi, Maziar, Paris Perdikaris, and George E. Karniadakis. "Physics-informed neural networks: A deep learning framework for solving forward and inverse problems involving nonlinear partial differential equations." 
Journal of Computational physics 378 (2019): 686-707.
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Takamoto, Makoto, et al. "PDEBench: An extensive benchmark for scientific machine learning." Advances in Neural Information Processing Systems 35 (2022): 1596-1611.

PINN: 1D Diffusion-Sorption Equation
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• Inference times on 2 core CPU + 1 GPU (NVIDIA V100):

• PINN average     solution error is 9.9 x 10-2 compared to 
numerical solver

• Valid PDE solution must satisfy

• Is it satisfied across the domain? 
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Numerical Solver PINN [Takamoto et al. 2022]

59.83 s 2.7 x 10-3 s
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104 Uniform Samples 106 Uniform Samples

1.1 x 10-3 21.09

🤯

👍
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How can we be confident errors are small 
enough across the entire domain?



• Intuitively, a PINN is a correct approximation of the underlying PDE if:

1. The solution satisfies the initial conditions to a reasonable degree

2. The solution satisfies the boundary conditions to a reasonable degree

3. The norm of the PINN output is small enough

• Formally, for a D dimensional spatial input         , and solution/PINN input       :

Defining Correctness Conditions for PINNs (PINN, 2023)
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Scalable Adversarial Robustness Verification/Certification

• Complete vs. incomplete methods:

• Can it certify a ResNet50? If YES → incomplete.

• “Sound, but incomplete” methods:

• Bound propagation (e.g., DiffAI, IBP)

• Convex relaxation optimization-based methods
(e.g. CROWN)

• Smoothing-based methods (e.g. randomized 
smoothing)

19Image from “Efficient and tight neural network verification in JAX” (https://www.deepmind.com/open-source/efficient-and-tight-neural-network-verification-in-jax)
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• CROWN/⍺-CROWN [Zhang et. al 2018, Xu et. al 2020]

• Relax network to a linear program → solve it in closed form:
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specification (assume identity)

Linear(W(1), b(1)) Linear(W(L), b(L))...

input domain

relaxed problem
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• Applying CROWN/⍺-CROWN to boundary/residual conditions:

• Architecture is completely different -     is a nonlinear function of partial derivatives of 

• Regression problem – bounds might be too loose to be informative

✅

❌

❌

❌

❌
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•     is bound using CROWN [Zhang et al. 2018]; partial derivatives require purpose-built efficient solution

∂-CROWN: Bounding Derivatives of uθ and fθ (PINN, 2023)
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•    is linearly bounded using McCormick envelopes; global bounds computed in close-form
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• Applying CROWN/⍺-CROWN to boundary/residual conditions:

• Architecture is completely different -     is a nonlinear function of partial derivatives of 

• Regression problem – bounds might be too loose to be informative

✅

✅

❌

❌

❌
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• Applying CROWN/⍺-CROWN to boundary/residual conditions:

• Architecture is completely different -     is a nonlinear function of partial derivatives of 

• Regression problem – bounds might be too loose to be informative

✅

✅

✅

✅

✅
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• Can we be sure when we distil a teacher network that the student will match the teacher’s output and 
confidence?

• Intuition:

Faithful Knowledge Distillation (FKD, 2023)

27
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• Faithful Imitator for Knowledge 
Distillation: underestimate    empirically 
using a PGD-inspired method, 
overestimate it using an extension to 
CROWN.

• Compare standard distillation (SD), with 
other existing losses with similar goals 
(ARD, RSLAD) and our proposed faithful 
distillation loss (FD) which empirically 
minimizes KL divergence of teacher and 
student.

Faithful Knowledge Distillation (FKD, 2023)

28
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Scalable Adversarial Robustness Verification/Certification

• Complete vs. incomplete methods:

• Can it certify a ResNet50? If YES → incomplete.

• “Sound, but incomplete” methods:

• Bound propagation (e.g., DiffAI, IBP)

• Convex relaxation optimization-based methods (e.g.
CROWN)

• Smoothing-based methods (e.g. randomized 
smoothing)

32



Randomized Smoothing [Cohen et. al, 2019]

• Given a base classifier f, we can obtain a smooth classifier:

• Proof based on Neyman-Pearson lemma [Neyman & Pearson, 1933], as tight as possible for   .

• Other works extend this to other    norms [Yang et al., 2020].

• Can we simplify the analysis?

33
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Inverse Gaussian 
CDF

[Left] Decision boundaries of the base classifier f and level sets 
of the noise distribution [Right] output distribution given noise.

Cohen, Jeremy, Elan Rosenfeld, and Zico Kolter. "Certified adversarial robustness via randomized smoothing." international conference on machine learning. PMLR, 2019.
Neyman, Jerzy, and Egon Sharpe Pearson. "IX. On the problem of the most efficient tests of statistical hypotheses." Philosophical Transactions of the Royal Society of London. Series A, Containing Papers of a 
Mathematical or Physical Character 231.694-706 (1933): 289-337.
Yang, Greg, et al. "Randomized smoothing of all shapes and sizes." International Conference on Machine Learning. PMLR, 2020.



A Lipschitz view of Randomized Smoothing (ANCER, 2022)

• Remark: randomized smoothing is an instance of Theorem 1 where the smooth classifier enjoys an analytical 
form for L by design.

• Choose a smoothing distribution and compute an analytic Lipschitz constant under the dual norm for g →
gives you a certificate under the norm by Theorem 1.

• Can recover the certificates from [Cohen et. al, 2019] for     and from [Yang et al., 2020] for several    ones.
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Cohen, Jeremy, Elan Rosenfeld, and Zico Kolter. "Certified adversarial robustness via randomized smoothing." international conference on machine learning. PMLR, 2019.
Yang, Greg, et al. "Randomized smoothing of all shapes and sizes." International Conference on Machine Learning. PMLR, 2020.



Anisotropic Certification (ANCER, 2022)
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• Lipschitz analysis allows us to obtain anisotropic certificates

• Ellipsoid certificates:

• Generalized cross-polytope certificates:



• Data-dependent certification requires memorization technique from [Alfarra et al., 2022], imposing a linear 
memory cost on the number of samples.

Anisotropic Certification (ANCER, 2022)
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Examples of points in a toy 2D dataset, as well as potential isotropic and anisotropic certificates. 

Visualization of natural CIFAR-10 images (top) and modified with an imperceptible change that is not
inside the optimal isotropic certified region but is inside the optimal anisotropic one.

Alfarra, Motasem, et al. "Data dependent randomized smoothing." Uncertainty in Artificial Intelligence. PMLR, 2022.



Anisotropic Certification (ANCER, 2022)
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Comparison of top-1 certified accuracy, average certified radius and average certified proxy radius for different certification regimes.

Certificate volume



RANCER: Non-Axis Aligned (RANCER, 2023)

• Anisotropic certification so far has been axis-aligned

• RANCER extends ANCER to optimize a full covariance matrix for 
Gaussian noise, resulting in a non-axis aligned certificate

• To achieve it, we use the eigen decomposition of the Hessian of the 
loss function at the certified point – corresponding to the “unsafe” 
directions of maximal change – which should be smoothed more

• Once rotated with that basis, optimized in the same way as (ANCER, 
2022)
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Safe and unsafe directions of the Hessian of the loss function at the point, eventually leading to 
the pink certified ellipse in the rightmost figure once region is optimized.

Examples of points in a toy 2D dataset. 



Certifying Ensembles with    -Lipschitzness (SEnsemb, 2023)

• A generalization of Lipschitzness to   -Lipschitzness (avoiding symmetry 
requirements) enables tight analysis on the theoretical robustness of ensembles 
through   -certificates.

• Limitation of ensembling robust classifiers:

• One can gain robustness by ensembling… But the more robust the 
individual classifiers, the lower the possible improvement.

• One can be worse off ensembling than using a single classifier… Even 
potentially losing all robustness (radius collapses to 0).

• One will never be worse off if all classifiers predict the same class – but 
then why ensemble?

• Usually end up losing more robustness than gaining → ensembling robust 
classifiers reduces robustness.
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Certifiable ML – a network bounding problem 
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From Zhao, Yunqing, et al. "On Evaluating Adversarial Robustness of Large Vision-Language Models." arXiv preprint arXiv:2305.16934 (2023).

Adversarial Robustness of Vision-Language Models
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😢A safety problem


